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1.An administrator has been tasked with preventing the use of unauthorized USB storage devices from
being used in the environment.

Which item needs to be enabled in order to enforce this requirement?

A. Enable the Block access to all unapproved USB devices within the policies option.

B. Choose to disable USB device access on each endpoint from the Inventory page.

C. Select the option to block USB devices from the Reputation page.

D. Elect to approve only allowed USB devices from the USB Devices page.

Answer: D

2.An administrator needs to create a search, but it must exclude "system.exe".
How should this task be completed?

A. #process_name:system.exe

B. *process_name:system.exe

C. <process_name:system.exe>

D. -process_name:system.exe

Answer: D

3.An administrator needs to use an ID to search and investigate security incidents in Carbon Black
Cloud.

Which three IDs may be used for this purpose? (Choose three.)

A. Threat

B. Hash

C. Sensor

D. Event

E. User

F. Alert

Answer: B, C, D

4.Which VMware Carbon Black Cloud integration is supported for SIEM?
A. SolarWinds

B. LogRhythm

C. Splunk App

D. Datadog

Answer: C

5.What connectivity is required for VMware Carbon Black Cloud Endpoint Standard to perform Sensor
Certificate Validation?

A. TCP/443 to GoDaddy OCSP and CRL URLs (crl.godaddy.com and ocsp.godaddy.com)

B. TCP/80 to GoDaddy OCSP and CRL URLs (crl.godaddy.com and ocsp.godaddy.com)

C. TCP/443 to GoDaddy CRL URL (crl.godaddy.com and ocsp.godaddy.com)

D. TCP/80 to GoDaddy CRL URL (crl.godaddy.com and ocsp.godaddy.com)

Answer: A
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