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1.A customer has a Contivity 4600 with public and private interfaces. Remote users can not
tunnel into the Contivity from their remote locations. The customer suspects that there

may be a problem with a WAN LINK of the Contivity. What parameters can be verified to
isolate the fault? (Choose three.)

A. Ensure that the ATM WAN link is up

B. Ensure that the HDLC WAN link is up

C. Verify that the physical connectivity exists

D. Ensure that the Gigabit Ethernet link is up

E. Examine the PPP status to ensure it is passing IP packets and fourth
Answer: B, C, E

2.Where would the support engineer go to find the contents of FLASH stored in nhon-volatile
memory?

A. Status "a Report

B. Status "m System

C. Status "= Statistics

D. Status "& Health Check
Answer: C

3.Which log contains detailed information about the encryption level negotiated during the
establishment of a user tunnel?

A. event log

B. system log

C. security log

D. accounting log
Answer: A
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04,07 /2003 13 34:18 0 Branch Oifice [01]IPSEC branch athce connechon
initisted to 1em{0.0.0.0-0.0.0 D)@{177.178.1.60] locl0.0.0.0-0.0.0.0]
04/07/2003 1334:18 0 Securily [11] Sesson: IPSEC[177 1781 80)
attemptng logr . .

04/07/2003 133418 0 Securily [01] Session: IPSEC[177 178.1 80] has no
active cescwns

(4/07/2003 133418 0 Secunty (01| Sesson: IPSEC[177.178.1 80) Spd-Tok
has no active azcounts

04/07/20031334:18 0 Secunty [01] Sesson: IPSEC[177.178.1 80} 181
SHARED-SECRET suthenlicale attempl.,

04/07/2003 1334:18 0 Secuily [(1] Sezsion: IPSEC[177.178.1. 801181
attemphtng autherdication using LOCAL

04/07/20031334:180 Ser:wiy (M) Sesson: IPSEC[177.178.1.60 181
authanbcatsd wing LOCAL

04,/07/2003 133-‘ 180 Secunty [11]Sessan: IPSEC[177 178.1 80] 181
bound to gioup /Base/Syd-Taok

04/07/2003 1334:18 0 Secuity [0 ] Seszon: IPSEC[177 1781 60) 181
g group hiter pesmit ail

D4/07/2003 133418 0 Security [11] Session IPSEC[177.178.1 80} 181
authonzed

(4/07/2003 133418 0 Secunty [11] Sesmon: network

IPSEC]0.0.0 0-0.0.0 0] sttempting login

U-;!D?;ﬂ?ﬂ:lg&l 334:18 0 1SAKMP [02] 1SAKMP SA estabished wih
1V7ATeY

04/07/2003 1334:18 0 Dutbound ESP hom 177 178.1.50 1o 177 1781 60
SP 0x000751 2: [03] ESP encap session SP1 Ox2c510700 bound to cpu O
04./07/2003 133418 0 Inbound ESP hom 177,178.1.60 1o 177.178.1, 50
SP1 Ox001 Se24a 03] ESP decao session SP) Oxdae21300 bourd to cpu 0

04/07/2003 1334150 Secunty [0 | Sezson: IPSECE] 182 Using gateway
inped filters S7830dE 467 35a0 633210

04/07/2003 133413 0 Secunty [(1 | Session: IPSEC]-}182 retuming

gateviay output fiker SE2e0680

04/07/2003 133413 0 Bianch Office [00] ScebShd

BranchOificeCtatCle: RegisterTunnet 1em{0.0.0.00 0D 0)&{177.178.1 60]

lacf0 0.0,0:40 0.0 0] averwiting el cortest [1IFRH] wath [S7fe780]

?;;E!H’gﬁﬂg& 334.19 0 ISAEMPF [03] Eztablished |Prec SAz wath

04/07/2003 133413 0 ISAKMP [03]) ESP 56t DES-CBC-HMAL-MES

cutbound SPI Gh7S512c

04/07/2003 133419 0 154KMP [03] IPcomp LES outbound CP Dxdibe

04/07/2003 1334:13 0 ISAKMP [03] ESP S56-be DES-CBCHMAL-MDS

inbound SPI Ox1 32242

04/07/2003 133413 0 ISAKMP (03] IPcamp LZS nbound CF 821

04/07/2003 133433 0RTM [10] netwWite RTM_RowuteDsl N 204 40M

255,255 255 0 NumiNH T NH 177.178.1,60 CM (s5cablbl

04/07/2003 1334:33 0 BTM [00] switeN ewE ntry adding new; 20.4.4 0 to
4.Exhibit 20.4.4 255

An administrator is logged into a local Contivity. The Contivity event log shown in the
exhibit displays the results of Branch Office tunnel between a Contivity 4600 and a
Contivity 1700. What can be said about the Branch Office tunnel? (Choose two.)
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A. The tunnel was initiated from the local switch.

B. The tunnel was initiated from the remote switch.

C. The tunnel is a peer-to-peer static routing tunnel.

D. The tunnel is a peer-to-peer dynamic routing tunnel.

E. Perfect Forward Secrecy is required on one end of the tunnel but not configured.
Answer: AD

5.Exhibit

CE/74/2000 13:2225 0 Secunty [11] Sessmion. IPSEC[boreup] attempling
logir

03/14/2001 13.22 25 0 Securily [01] Session. IPSEClbgroup] has no schive
e LR A

0371472000 13:22 25 0 Secuity [01] Session: IPSEClbgrous]
bonges_foi_hie has no active accounts

03/14/20010 13:2225 0 1SAKMP [02] Dakley Agzessive Hode propozal
accepted from 1000126

03/14/2001 13.2225 0 Secusity [11] Session: IPSE Cljuse ] sttempting login
03/14/2001 13:22 25 0 Secusity [11] Yession: IFsELuse] loged out
group /8 ase/bongas_for_

0341472001 13:2225 0 Secuily [01] Session: IPSEC[jus=]| 562 PAP
authenbcate 2ftempt.

035/14/2001 132225 0 Security [01| Session: IPSECljus=]562 atterpling
authenbcston uarg HADILS

(31472000 1322 36 0 Secusity [02] RADIUS: no reply from Radius server
"0.0.01567(1645)"

03/14/20001 13: 2236 0 Secunty [12] RADIUS: "0 00167 server timed out
authenbcatng “prsr”,

03/14/2001 13.2236 0 Securdy [13] Radius. authertication (aled - no
avalable Radws servess

0321472000 13:22 36 0 Security [13] Session: IPSECljuse} 562
athenbeation falled unng RADIUS

03/14/2001 13:2236 0 Security [13] Sesson: IPSECjuse] 562 -
authenbcation falled using all aulthseress

(3/14/2001 13.22 36 0 1SAKMP [13] Authenbcabon lalum in mestage from
1000126

03/14/2001 1322 36 0 1S4KMP [02] Deleting ISAKMP SA wath 10.0.0.126

Given the Contivity event log shown in the exhibit, why can the user NOT bring up the
IPSec tunnel?

A. The Group ID/Password is not valid.

B. The RADIUS server did not respond.

C. The client sent a message with a failure

D. The RADIUS server responded with a rejection.

E. The Username/Password the user is trying is not valid.
Answer: B
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6.A support engineer has been tasked to troubleshoot a customer's Contivity network. The
support engineer logs into the Contivity to view information in the routing table and
identify UTUNNEL routes. What does the UTUNNEL status information mean?

A. Access list are enabled

B. Route Policy Services are enabled

C. Client Address Redistribution is enabled

D. The UTUNNEL route is the same as a Static route
Answer: C

7.Exhibit

03/14/2001 14:11:35 0 CSPW [12] Rule{OVERRIDE 1] Freveal
(10.0.0.133512:192 168112 2048, icmp). action: Drop

(3/14/2001 14:11:35 0 CSPW [03) UDP/TCP Hdr. Hexd08 00 42 S5¢ 02 00
01 88 of 02 00 00 85 0 CSFW (03]

03/14/2001 14:11:35 0 CSFW [03] UDP/TCP Har. Hex{08 00 42 5¢ 02 00
0300]

03/14/2001 14:11:38 0 CSFW [12] Rule[DEFAULT 1) Frewall
(10.0.0.126:1535-192 168 1 20: 2048, icmp)], acton: Allow

Given the Contivity event log shown in the exhibit, What can be concluded about the
Firewall Policy? (Choose two.)

A. Logging is configured

B. Only two rules are in the policy

C. All rules are in the override group

D. Specific ICMP packets are dropped
E. All rules are in the default rule group
Answer: AD

8.A customer wants to check routing status information for their Contivity system. They
manage the Contivity using a web browser. What status information can the customer see
from the web browser on the routing OSPF status screen? (Choose four.)

A. The contents of the LSDB

B. The list of Neighbors on the Contivity

C. The summary information on the Contivity

D. The encryption information on the Contivity

E. The interface information about OSPF on the Contivity
F. The information regarding filtered routes on the Contivity
Answer: ABCE

9.Exhibit
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03/13/2001 09:28:11 0 Security [13] Sesson: IPSEC wd nvalid -
authenbcabon faled

(3/13/2001 03.28.11 DISAKMP [13] No proposal chosen in message from
1000126

03/13/2001 09.28:11 DISAKMP [021 Deleted ISAKMP SA with 1000126

A remote user has reported that they can not login to a Contivity device. Given the
Contivity 2700 event log shown in the exhibit, what may have caused this problem to
occur?

A. IPSec is not enabled on the Contivity

B. There is no active session between the user and the server.

C. There is an encryption type mis-match between the user and server.

D. The user name does not exist in any of the enabled authentication methods on the Contivity
Answer: C

Note: the log "No Proposal Chosen" mean 2 questions showing logs, one for a user and 1 for a
BOT. Why won't the tunnel come up?

-Encryption mismatch

10.A support engineer has been tasked to install a Contivity 4600 at a customer site. The
engineer suspects that the redundant power supply became unseated during shipping. They
would like to see a warning message on the Contivity system. Which status screen will show
the warning message?

A. Statistics Screen

B. Event log Screen

C. Security Log Screen
D. Health Check Screen
Answer: D
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